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B HacroslIleit crarhbe paccMaTpuBaeTCs aKTyalbHasl 3aa4a 3aluThl THQOPMALIMU, KOTOPask MOXET CTaTh
JIOCTYITHOM Yepe3 ceTeBhIe KaHAJIbl CBSI3M, OT XaKePCKMX aTaK. DTa 3afaya CBsI3aHa C XpaHEHUEM U repeaa-
yeii nHopMaluu B CUCTEMaX YIpaBJACHUSI OTACJbHBIMU MPEANPUITUSIMUA U OTPACISIMUA, B YaCTHOCTU
3JIEKTPOHHOM ITPOMBILIIEHHOCTH. [IJ1s1 CO3MaHMsI CUCTEMBI 3aILUThHI MH(POPMALIUKU OT YyTPO3 TPEOYIOTCS Ma-
TepuajbHbIE 3aTPaThl, BEJIMYMHA KOTOPBIX PACTET C POCTOM YPOBHS 0OecIieuyeHUsI 3alUThl UH(OpMaluu.
B craThe npemiaraeTcss MaTeMaTH4eCKas CXeMa OIpeAesieHUsI TAKOrO ONTUMAJIbHOIO YPOBHS MaTepualib-
HBIX 3aTpaT B CUCTEMY 3allIMThI UH(OpMalIMK, KOTopasi 00ecredynBaeT MUHUMAaJIbHbIE CYMMapHbIE 3aTPaThl
Ha CUCTEMY 3alllUThl THGOPMALIMU U ITIOTEPU OT OCTAIOIIUXCS ITOTEHLIMAIBHBIX YTPO3 I10CJIE BHEAPEHUS CH-
CTeMbl 3alIMTHI MH(MOpMaLMU. B ctaTbe mpencraBieHa HOBast podacTHas cxeMa, o0ecrieurBarolast ycToii-
YKMBOE pELIeHKE ITOCTaBIEHHOM 3a0a4yy ONTUMU3ALIMHU 3aTpaT Ha CUCTEMY 3aIUThl UHMOPMALIMU B YCIIOBU -
SIX HEOTIPEeIeJICHHOCTH BEJIMYMH MTOTEePh OT XaKepcKux atak. CxemMa OCHOBaHa Ha poOACTHOM METO/E CIvia-
XKUBAHUS U UTEPALIMOHHON cXeMe HaXOXIEHUS CJIaXXEHHO KOMIIOHEHThI, B KOTOPOM IJisl IOCTPOEHUS
1eJeBOM (DyHKIIMU ONTUMU3ALIMOHHOM 3a1a4y UCII0JIb3yeTcsl podacTHast GyHKius Trloku. [1pencraBieH-
Hasi pobacTHast cXeMa IT03BOJIIET HAXOOUTh YCTOMYMBOE pellleHre 3a1a4i MUHUMU3ALIMKA MaTepUalbHbBIX
3aTpaT B TOM YKCJIE B YCIOBUSIX aHOMAaJIbHBIX BHIOPOCOB YPOBHEM XaKepCKUX aTak.

Karoueeswie cnro6a: cucTeMbl yIIpaBieHUsI, CETEBbIE KaHAJIBI CBSI3U, XaKepPCKUE aTaKu, 3allluTa MHQOpMaIuu,

MaTreMaTudeckasd MoI€JIb 3aTpaT Ha CUCTEMY 3allIMTHI, OIITUMMU3alIUA 3aTpaT Ha 3allIUTy I/IH(l)OpMaLII/II/I
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BBEAJEHUWE

3amura KoH(pUIeHIMAIbHON MHMOPMALIMK TIpe-
NPUSITUIA 3JIEKTPOHHOM NPOMBILLIEHHOCTU U BCeii OT-
paciu B LIeJI0OM, IpeXe Bcero 6a3 JaHHBIX, TTOMeIae-
MBbIX B CUCTEMaX C IIOTEHLIMAIbHOI YTPO30i1 B3J10Ma CH-
CTeM 3alllMThl U IIOJYyYEHUs AOCTyIa K 3allUIIacMOKi
vHbopMalu, TpeOyeT CyIleCTBeHHbIX 3aTpaT. [ToaTo-
My HEOOXOOMMO PEIIUTh 3aJa4yld MUHUMM3ALNN 3THUX
3arpaT TP YCIOBUU OOecIledeHrs] HEOOXOIMMOTO
YPOBHSI 3aIIUTHI OXpaHsSIeMOi MH(MOPMaLIMKA OT BHEII-
HUX yrpo3. ITockonbKy ImoTrepu OT Yrpo3 HOCSIT He-
oIpeneJIeHHBII XapakTep, B HacTosdmeil padboTre oHN
TPaKTYIOTCS KakK ClydaifHbIe BEJTUYMHBI U MOXKHO HC-
I0JIb30BaTh pPa3JIMYHbIE MOCTAHOBKM 3adayM OITTH-
MHU3alU IPU YCTAaHOBJICHUM CHUCTEMBI 3aIlUTHI OT
yrpos [1-6].

1. CXEMA OIITUMHM3AL NN 3ATPAT
HA CUCTEMY 3AIIUTHI
NHOOPMALIUU OT YI'PO3

B pa6ore [7] 3amaya onTUMM3ALMK 3aTpaT Ha CU-
CTEMy 3alIMThl MH(GOPMALIMM CTaBUTCS Kak 3ajaya,

OCHOBaHHas HAa MUHUMU3ALUM CYMMAapHBIX 3aTpar
Ha peaju3alUio CUCTeMBbI 3allIUThI U CPEIHUX MOTEPh
M3-3a YIrpo3, KOTOPbIE MOTYT PeaiM30BaThCs IOCTIe
YCTAHOBJICHUSI CUCTEMBI 3allMTHI, a JUIST OMpeeie-
HUSI CPEIHUX MOTEPb UCTIOIb3YeTCsl poOacTHasI cxema
Xbro0epa.

B HacTtosueit paboTe ISt onpeaesieHusI CpeaHUX
IOTephb UCIOIb3yeTCsl HOBasl pobacTHasI cXxeMa, I103-
BOJISIIONIASI IIOIy4YaTh OoJiee YCTOMYMBBIE OIIEHKU
Cp€aAHUX 3HaYEeHUM MMOTEPL B YCJOBUAX HaAIUYUA
aHOMAJIbHEIX BEIOPOCOB ITOTEPb.

LeneBas ¢pyHKIIMA 3amauyu ONTUMU3ALIMK 3aTpaT
Ha CUCTEMY 3alllUThl MH(POPMALUM UMEET CISIYIO-
I BUL,

w(L)=L+MP(L), (1)

rne L — 3aTparsl Ha cucteMy 3awutel, MP (L) —
cpenHee 3HaYeHUe noTepb P(L) OT yrpo3 ¢ cucTteMoi
3allIUTHI, 3aTPAThl HAa peaJIN3allnio KOTOPOIT COCTaBY-
g L.

CraTrcTuKa 3HaYeHUM CITyIaifHbIX BEJIMINH (CITy-
yaiiHoit ¢yHkuun) P(L) MoxXeT OBITb IIOJIydeHa B
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Puc. 1. 3arparbl Ha cucTeMy 3alUThl MHGOPMALIMKY U TIOTEPU OT PeaIM30BaHHBIX yrpo3. TecToBblii npumep 1.

MPOIIeCCe OITBITHBIX ITO3TAITHBIX UCIIBITAHUI CUCTEM
3aIIUTHL TIPY Pa3HBIX 3HAYEHUSIX BEJIMYMHBI 3aTpaT
Ha cucTteMy 3amuThl PL, 1100 Ha OCHOBE TeOpeTHUYE-
CKOIi MOAEeNu Yyrpo3 M WX JaJIbHEWIIEro BOCIIPOU3-
BOJICTBa 11 paCYETHOro 6a30BOro rneproaa ¢ moMo-
IIbI0O CXeMBl CTATUCTMYCCKMX KCHBITaHMIT MOHTe-
Kapio.

Oynkumo MP (L) MOXHO TTOIYy4UTh C TOMOLIBIO
METO/IOB CIVIAXKMBAHUS M OCHOBAHHBIX HA HUX CXEM U
anroput™oB. Jlis nonydenust MP (L) HeoGxomuMo
HCIIOJIb30BaTh pPOOACTHBIE METOOBI CINIAKUBAHUS
(BBIIEJIEHUS JETEPMUHUPOBAHHOM KOMIIOHEHTHI KC-
XOOHOU ciy4yaitHo ¢yHKkIMu P(L)) MTOCKOJIbKY
YIPO3BI MOTYT HOCUThH aHOMAJIbHBIIM XapaKTep 110 Be-
JIMYUHE BO3MOXHBIX ITOTEPD.

Hwuxe mpuBeneHa HOBast UCIIOIb3yeMas B paboTe
cxeMa po0aCTHOIroO CINIaXXMBAaHUS M OCHOBAHHBINA Ha
HEM aJropuTM, peaju30BaHHbII B KOMIbIOTEPHOMU
nporpaMme Ijisl pacuyeTa ONTUMaJIbHOU BEIUYUHBI
3aTpar Ha CUCTEMY 3allUTHhI.

ITycTh M3BEeCTHHI peajM30BaHHbIC 3HAYCHMSI IO-
tepb P(L);, = L, ,i =1,...,n TIpy 3aTpaTax Ha CUCTEMY
3alIUThI L;,i = 1,...,n COOTBETCTBEHHO.

BECTHUK HAHMOHAJIBHOI'O UCCIIEAOBATEJIBCKOI'O SAEPHOI'O YHUBEPCUTETA “MUDN”

Torma crraXeHHYIO HETEPMUHHUPOBAHHYIO KOM-
noneHty MP,, (L) ciyyaitnoii dyHkimu P(L) MOXHO
IpeacTaBUTh B BUJIE pa3ioxkeHus [8]:

MP,, (L) =>u; @, (L), )
Jj=1

rie ®; (x) — GasucHas cucTeMa JMHEHO He3aBUCH -
MBbIX (DYHKIIWIA.

Koadduumentst u;, j = 1,..., m npencrasneHus (2)
OMpEAESIOTCS ¢ MOMOIIBI UTEPAllMOHHOIO MpOo-
ecca:

iV =l a4yt Al FY k=01 ()
rie K — HOMEp UTepaLvu, dJIEMEHTDI a;, [ = 1, ..., 1y,

ny=n,j=1..,m MaTpuubl A, OINpEIECISAIOTCI pa-
BEHCTBaMU:

@y =P, (L), i=i,.i, j=L...m (4
a KOMITOHEHThI BEKTOPOB f(k), k =0,1,... paBeH-
CTBaMU:
7=y
f(k):(fl<k)’”_’ﬁkk>)T, k=1,.. (%)
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Puc. 2. 3aTpaThl Ha CCTeMY 3alllUThl MHGOPMAIIMKU U ITIOTEPU OT peaIM30BaHHBIX YIpo3. TecToBbIil mpumep 2.

=L ie 1,

1

(6)

COOTBETCTBYIOT BBLIITOJIHE-

k
fi()

e MHACKCAM [ = iy,..., 0,
HUIO HEPABEHCTB

cCIn

1= P - Yl @, (1) < o] )
j=1
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1 m
o= MNPy - dul o) |, ©®)

e j=l
a OTCYTCTBYIOILIIMM NHIAEKCaM i HE€paBCHCTBa

P(L) =Y u - D (L) > H- o®.
Jj=1
B obmmem ciydae onTtuMalibHOE 3HA4YeHMWE Tapa-
metpa H = 1.8 (cm. [8]).
Hrepaumonnelii npouecc (3)—(8) cxomurcs 3a
KOHEYHOe YMCJIO uTepaimii [8].

2. YA CIIEHHBIE PE3YJIBTATDI

Ha pwuc. 1, 2 npencraBieHBI TECTOBBIE MCXOIHBIC
JaHHBbIE U pe3yJIbTaThl UX 00pabOTKHU B IIpoLecce pe-
LIEHU 32124y ONITUMU3ALIMU 3aTpaT Ha CUCTEMY 3a-
UTHl “HPopMauuu. TecToBbIe UCXOOHBIC TaHHBIC

BECTHUK HAHMOHAJIBHOI'O UCCIIEAOBATEJIBCKOI'O SAEPHOI'O YHUBEPCUTETA “MUDN”

M0 MOTEePsSIM M3-3a YyIpo3 ObUIM TOJIy4YEHBI C TTOMO-
IbIO JIATYMKA > — paclpeIeleHHOM CTy4aiiHOl Be-
JIMYUHBI U C yYYETOM MOHOTOHHOTIO YObIBaHUSI (PYHK-
un ML (PL) npu yBelIMYEHUN 3aTpaT Ha CUCTEMY
3allUThI.

Ipadmxu dynkumii y (L) u MP (L) Ha pucyHKax 1, 2
00603HaYeHbI IYHKTUPHBIMY JTUHUSIMU. Ha pucyH-
Kax 1, 2 BbIIE/IEHO ONTUMAIbHOE 3HaYeHue 3aTpar L,
[PU KOTOPOM JOCTUTAETC MUHUMAJILHOE 3HAYEHUE

uesneBoit pyHkuuu y(L).

SAKJIIOYEHUE

Crenyetr OTMETUTb, UTO HE IJisl JII00Oi cucTemMbl
3alUThl UH(pOPMALIMU OT YIpo3 CyIIECTBYET MUHU-
MyM HeseBoit GyHKIMK (L) Ipu TONOXUTETbHOM
3HaYeHUH 3aTpar L.

JeiicTBUTEIIBHO, €CIv, TIPU YCJIOBMA MOHOTOHHOTO

yobiBaHus ¢yHkuu MP (L), mponsBonHast @

dMP(L)
YVIOBJIETBOPSIET HEPABEHCTBY T > —1, To uene-

Bast pyHK1MS Y (L) — MOHOTOHHO BO3pacTarowias u,
TEM caMBbIM, allllaparypa TakKOi CUCTEMBI 3alWThI
Ne 3
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nHGopMaMy He 3p¢GEeKTUBHA U HE MOXET MCITOJTh-
30BaThCd IS 3alIUTHI MH(POpMaLIUH.
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Abstract—The urgent problem of protecting information that may become available through network com-
munication channels from hacker attacks is considered. This task is associated with the storage and transmis-
sion of information in the management systems of individual enterprises and industries, in particular the elec-
tronics industry. To create a system for protecting information from threats, material costs are required, the
value of which increases with the level of information protection. A mathematical scheme is proposed to de-
termine such an optimal level of material costs in the information protection system, which ensures the min-
imum total costs for the information protection system and losses from remaining potential threats after the
information protection system is implemented. A new robust scheme is presented to provide a stable solution
to the problem of optimizing the cost of an information security system under conditions of uncertainty in the
values of losses from hacker attacks. The scheme is based on a robust smoothing method and an iterative
scheme for finding a harmonized component, in which the Tukey robust function is used to construct the ob-
jective function of the optimization problem. The presented robust scheme makes it possible to find a stable
solution to the problem of minimizing material costs, including in conditions of abnormal emissions of the
levels of hacker attacks.

Keywords: control systems, network communication channels, hacker attacks, information protection, math-
ematical model of costs for a protection system, optimization of costs for information protection
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